Running head: CHAPTER 2 SYNOPSIS: INFORMATION WARFARE	1
CHAPTER 2 SYNOPSIS: INFORMATION WARFARE	 4









Assignment 1: Chapter 2 Synopsis-Information Warfare
Student’s Name
Institutional Affiliations


Assignment 1: Chapter 2 Synopsis-Information Warfare
The chapter addresses information warfare, which is an overarching idea that consists cyber terrorism. In particular, the chapter shows that information warfare is the collection or even utilization of data as well as technology to achieve a benefit over another party. Information war comprises six elements including military deception, information attacks, psychological operations, physical destruction, electronic warfare, as well as security measures. To begin with, psychological operations include the use of information to affect the state of mind of the adversary. Electronic warfare needs to undermine the quality, availability, as well as accuracy of an adversary’s information while inhibiting the adversary’s information-collection capabilities (Janczewski, 2007). Furthermore, the chapter indicates that military deception is an attack that misleads an adversary concerning military abilities or intentions. Physical information warfare consists of a physical attack on an information system. Similarly, security measures are the approaches of protecting an information system in an effort to prevent or reduce an adversary’s attack. Lastly, an information attack is the direct corruption of data without transforming the physical elements where it is located.   
The chapter at hand covers the heightening challenges of cybercrime and cyber terrorism. Specifically, the chapter provides extensive insight on different ways digital revolution plays a critical role in changing the character as well as nature of existing crimes and the way it has led to some criminal acts that were not prevailing before the advent of technology such as the internet and computers. On the same note, the source in question demonstrates the existent criminal justice stakeholders including scholars as well as students. In addition, the aforementioned stakeholders must take into consideration the experienced transformations within the offered context of their attempt to understand crime not forgetting to establish effective approaches as well as policies of mitigating the mentioned crimes in the criminal justice system (Janczewski, 2007). In addition, the chapter covers the emergence of new threats that are known as cyber terrorism. It is important to understand that the digital revolution has changed the context of crime as well as the war context. In the contemporary world, different states take advantage of digital technologies as well as computers to carry out cyber terrorism. On the same note, people need to comprehend that cyber terrorism includes catastrophic events that affect a country’s vital infrastructure, threaten national security, and spawn global conflict, to mention a few.
I agree with the claim made in this chapter that both information warfare, as well as cyber terrorism, develop a host of scenarios for cyber-attacks. Specifically, there are less destructive types of cyber-attack that various terrorist groups or even adversarial states use to attain information warfare objectives. I support the fact that the attacks are concentrated on destroying or changing content within a system and information might be corrupted and temporarily lost. Furthermore, physical and virtual systems are preserved (Janczewski, 2007). On the other hand, I do not agree that computers and the internet are to blame for the experienced cyber terrorism attacks. Other factors such as poverty and political instability take part.
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